

Introduction

VENDOR was engaged by Bank hereafter known as “CLIENT” to carry out vulnerability assessment on CLIENT’s Internet banking systems particularly the Corporate Cash Management System (CCMS). The objective of the assessment is to evaluate the weaknesses or vulnerabilities from both perspectives, i.e. from the external and internal and determine how the vulnerabilities, if exploited could affect CLIENT.

Intense research and analysis via scanning of the network and network devices for vulnerabilities, lead to the discovery of several security findings within CLIENT Demilitarized Zone (DMZ) and CCMS infrastructure systems. 

This project follows a formalized set of procedures designed to audit CLIENT existing infrastructure security controls. The purpose of this vulnerability assessment is to ascertain any potential security weaknesses on network devices and hosts. This assessment investigated the systems on CLIENT’s CCMS internet infrastructure by performing external and internal vulnerability assessments as well as carrying out the exploits on the identified vulnerabilities.

Background

We performed two vulnerability assessments, i.e. external vulnerability scanning from the internet from 17/02/2003 to 21/02/2003 and internal vulnerability scanning from 17/02/2003 to 21/02/2003 and from 13/03/2003 to 14/03/2003. The scanning was carried out using various automated and manual tools and the results obtained were used to identify the security vulnerabilities in the CLIENT network infrastructure security. Subsequent to the scanning activities, VENDOR has also prepared the exploit test plan and executed the exploit programs to demonstrate and/or to determine the extents of the vulnerability being exploited as well as taking full controls of the hosts. The exploit testing was carried out from 25/03/2003 to 04/04/2003, i.e. from both external and internal network.

The bar chart and table below show a summary of operating system discovered during the scanning and exploit testing phases and the total number of machines of each operating system identified from the scanning. To determine which operating system a host is running, we have conducted a number of individual checks which include getting CLIENT banner information such as presented to the user, examining the characteristics of the network protocol stack (e.g. ICMP ‘ping’ echo reply characteristics), examining and correlating services running.
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Chart A: Summary of operating systems 

	
	Total

	Array Load Balancer
	1

	Cisco Router
	2

	Motorola Vanguard (switch)
	4

	Sidewinder (FW/DNS)
	2

	Checkpoint FW-1
	1

	Rain Connect
	2

	Windows 2000
	1

	Sun Solaris 8
	2

	Total
	15


Table A: Number of hosts identified by operating systems

Majority of the systems found in the CCMS’s infrastructure are the Motorola Vanguard switches, Cisco routers, Sun Solaris 8 and Sidewinder (Firewall/DNS). Majority of the systems reside in SITE2’s DMZ which is mainly serving as the core components for the CCMS application, i.e. Sun Solaris 8 (web servers), Windows 2000 (Certificate server) and ArrayOS (Load Balancer). This segment is visible from the internet and connected via TMNet Internet Service Provider (ISP). Another segment at Menara CLIENT is also visible from the internet and connected via TIME ISP. This segment mainly consists of Cisco router, DNS server and Rain Connect which is used as a fall back plan in the event the main TMNet ISP connection is down.

We also noted that access to the DMZ segments from the internet as well as from the internal network is protected by the firewalls. In particular, connection from the internet is filtered by two firewalls, which are protecting the DMZ segment as well as the internal Local Area Network (LAN). This appears to be a good control in place that protects the DMZ and internal LAN from malicious intents and threats from the internet. 

For detailed information about the identified hosts, please refer to Appendix C: Summary of Identified Hosts. 

Summary of Findings and Recommendations 

Based on the ports scanning and vulnerabilities assessments, we noted that a number of vulnerabilities exist in the current setup of CCMS’s infrastructure systems. Some of the vulnerabilities were detected as a result of operational requirements, i.e. vulnerabilities associated with the type of services or ports that need to be opened. 

The pie chart and table below summarized the vulnerabilities that currently detected in CCMS’s infrastructure system, categorized by the type of vulnerabilities, number of findings and the number of hosts affected.
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Chart B: Summary of vulnerabilities identified

	Type of Vulnerability
	No of Findings
	No of Hosts

	Buffer overflow 
	7
	3

	DNS configuration
	2
	3

	Cisco routers open ports
	2
	2

	Information disclosure via unused services
	2
	1

	Password sniffing and brute force attacks
	1
	7

	Denial of Service attack
	1
	1

	SNMP configuration
	1
	7

	Unix remote services
	1
	1

	Unix weak password
	1
	1

	Total
	18
	N/A


Table B: Number of findings and hosts by type of vulnerability

Note: All of the 18 findings above have been resolved and closed as at 04/04/2003.

The majority of the vulnerability is identified as “Buffer Overflow” of which it contributes about 38% of the total vulnerabilities. There are 7 findings related to this vulnerability which mainly detected in the web and the external DNS servers, i.e. Web-App1, Web-App2 and “ns1.xxxxxx.com”. As these servers are run on the UNIX operating system, a number of UNIX services such as “OpenSSH”, “RPC” and “FTP” services are vulnerable to buffer overflow which can be exploited to gain “root” access or a complete control of the system. However, this vulnerability cannot be exploited from the internet as access to those services is blocked at the firewall level. 

The other vulnerabilities identified are related to the mis-configuration of the DNS service, Cisco routers open ports and information disclosure from various UNIX services which contributed about 32% of the total vulnerabilities. It was noted that the two DNS servers have not been appropriately configured, i.e. zone transfer is allowed to be performed from any internal hosts and BIND version information can be obtained remotely. The external Cisco routers were noted to have a number of open ports accessible from the internet of which some of the ports are susceptible to Denial of Service attacks.  Also noted that a number of UNIX services such as “finger”, “rstatd”, “rusersd” and “rquotad” are running on the CCMS web application servers which can be used by a remote attacker to gather information about the systems.  

Other vulnerabilities which contributed about 30% of the total vulnerabilities (6% each) are password sniffing/brute force attacks on ftp and telnet services, Denial of Service attack on unused/useless Unix services, mis-configuration of SNMP which uses the default “public” community string, backdoor access to Unix system and/or remote “root” access via remote services as well as using weak passwords of the affected Unix user accounts. 

Although the above vulnerabilities were identified to exist in the CCMS’s infrastructure systems, they do not represent high risk to CLIENT as they cannot be exploited from the internet, i.e. due to the firewall rules settings. The high risk findings detected are mainly vulnerabilities which can be exploited from within the DMZ segment, of which we managed to penetrate and compromised both of the CCMS Web Application servers, i.e. managed to obtain “root” privileges. Please refer to Appendix E for samples of password files and configuration files. Due to the criticality of the findings, CLIENT’s IT Management has closed and rectified the vulnerabilities. CLIENT’s IT Management has also taken the necessary steps to rectify and mitigate the risks of further exposing CLIENT’s network to the above vulnerabilities by performing the server hardening and updating of firewall rules.

For detailed information about the identified vulnerabilities and exploits performed, please refer to the Detailed Findings and Recommendations section and Appendix D: Summary of Exploits Performed on Identified Vulnerabilities. 

Conclusion

Our assessment indicates that the current overall architecture of CCMS’s infrastructure systems is in line with the current industry trends and practices. 

The current firewall rules seem appropriate to govern the traffics flows between the Internet and DMZ segments at SITE2 and SITE1. From the vulnerability assessment we have performed, we noted a total 18 security findings, i.e. broken down into the following:

	Severity
	No of finding(s)
	Status as at 4/4/2003

	High
	13
	All closed

	Medium
	1
	Closed

	Low
	4
	All closed

	Total
	18
	All closed


Table C: Number of findings by severity and status as at 4/4/2003

We have also performed another round of vulnerability scanning as a follow-up on the security findings, i.e. after the patches or actions performed by the IT Management. As at 4/4/2003, we noted that all 18 security findings have been resolved and rectified. This is mainly due to the server hardening processes which have been performed on CCMS web application servers and Certificate server, as well as the update or strengthening of the firewall rules.

Although the majority of security findings are of high risk, there are mostly represent internal threats as they can only be exploited from within the internal DMZ network. All findings raised during this assessment have been discussed and rectified or mitigated by means of other controls. The IT Management’s actions and comments were also included in this report.

Going forward, we would like to recommend that CLIENT’s IT Management to have the security monitoring and enforcement processes in place in order to maintain the current level of security requirements and standards. As such, constant monitoring of the CCMS’s infrastructure systems is vital for detecting any deviant from the current standards, e.g. regular monitors of security incidents or log files, periodic vulnerability scanning of the CCMS’s infrastructure systems as well as keeping up to date to latest security events and news which may have impacts to the CCMS components.
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