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Network Penetration Testing Services

As more and more businesses go online, you are under pressure to jump on the bandwagon or risk getting left behind in the information age.

Your organization’s information security posture becomes more important for safeguarding valuable information assets, intellectual property and even your business reputation. 

However, many organizations still do not have a clear understanding of their current vulnerabilities and associated risks.
It’s then not surprising to find independent Internet hackers are a major source of security breaches. However, according to an information security survey conducted, another increasing source of security breach are coming from malicious users who are intimately familiar with systems and processes with access to internal trusted networks.
	[image: image13.png]



	[image: image2.emf]78

28

12

Points of ICT security attack (%)

Internet

Internal

system

Remote dial-in



	Source: NISER 2001/2002 Information Security Survey (http://www.niser.org.my)


A typical network infrastructure fraught with vulnerabilities
	
	Top Vulnerabilities to Windows System(

	
	W1 Internet Information Services (IIS)

	
	W2 Microsoft SQL Server (MSSQL)

	
	W3 Windows Authentication

	
	W4 Internet Explorer (IE)

	
	W5 Windows Remote Access Services

	
	W6 Microsoft Data Access Components

	
	W7 Windows Scripting Host (WSH)

	
	W8 Microsoft Outlook and Outlook Express

	
	W9 Windows Peer to Peer File Sharing

	
	W10 Simple Network Management Protocol

	
	Top Vulnerabilities to UNIX Systems*

	
	U1 Bind Domain Name System

	
	U2 Remote Procedure Calls (RPC)

	
	U3 Apache Web Server

	
	U4 General UNIX authentications accounts with no or weak passwords

	
	U5 Clear Text Services

	
	U6 Sendmail

	
	U7 Simple Network Management Protocol

	
	U8 Secure Shell (SSH)

	
	U9 Misconfiguration of enterprise services

	
	U10 Open Secure Socket Layer (SSL)


How we can help you!

Penetration Testing:

 “A Penetration Test concerns an authorized effort to gain access to an automated system, possibly breaking or circumventing present security measures in the process.”

We offer our comprehensive Penetration Testing services as the initial step to improve your overall security strategy.

We determine how attackers can adversely impact your business, with our well-proven methodologies and unique thought-process.

Proven methodology
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	1. Project initiation – Meeting with management and your technical specialist to define the rules of engagement, scope, expectations, reporting deliverables and timeline.
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	2. Passive scanning and info gathering – non-intrusive scan of the target to determine and gather information on what hosts and services are active.
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	3. Active external scanning – uses info gathered to actively exploit your Internet perimeter and attempt to compromise DMZ and internal systems.
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	4. Active internal scanning – attempt to compromise internal systems and escalate internal user privileges to gain administrative access to critical information systems.
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	5. Data & intelligence analysis – collects and prioritizes risks identified via exploitation.
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	6. Management reporting – analyzes the results and prepare concise, detailed technical and management report.




Our expertise

	With the industry highest certification such as Cisco Certified Internetwork Expert (CCIE)#, our consultants are well qualified with security and operational experience – this means that our work is based on a precise understanding of effective security management.
We have successfully delivered to our diverse range of satisfied clients the following networking and security solutions:

· Security implementations (IDS, firewall, SIM, VPN)

· Network penetration testing

· IP vulnerability assessment

· Operating system hardening

· Architecture diagnosis services


The business benefits


Our value-added commitment to continuous research and development, are able to help you:


Provide practical solutions to help control or mitigate the risks of connecting your business to the Internet


Independent evaluation of the adequacy of your security measures


Improved ROI for achievement of security standards



































The NEXT STEP


To learn more about our information security services or how we can help you secure your network, please do not hesitate to contact us at:


Phone: +603 – 2144 5559


E-Mail: � HYPERLINK "mailto:info@ecompunet.com.my" ��info@ecompunet.com.my�


WWW: � HYPERLINK "http://www.ecompunet.com.my" ��www.ecompunet.com.my�











( Source: The SANS Top 20 Internet Security Vulnerabilities (� HYPERLINK "http://www.sans.org/top20/" ��http://www.sans.org/top20/�)


# Check CCIE credentials at � HYPERLINK "http://www.cisco.com" ��https://tools.cisco.com/CCIE/Schedule_Lab/CCIEOnline/CCIEOnline?verify�
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