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Operating System Hardening

In today’s competitive environment, businesses are seeking ways to improve efficiencies in this new challenging economy.

This is where information technology has helped business compete more aggressively and in some cases has been the competitive advantage to succeed where others have failed.

With the investment that has been put into these I.T. systems, organizations expect their systems to be running efficiently and more importantly operating securely as well.

However, many of these systems are deployed right out of the box with many system configurations set to default levels for easy and optimum usability for the end-user. These settings often do not take security considerations into account and gives businesses a false sense of security that their systems are relatively secured.

A system with default configurations can be one of the many ways a hacker from the Internet or internal network could gain unauthorized access. These settings are well known and are readily available on hacker websites.

Even if organizations are aware of the security implications of deploying certain operating systems, they may not have the necessary resources or skill-sets to make these changes, and the fear of possibly breaking the business applications, causing unnecessary downtime is too much of an inconvenience to the I.T. department.
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System Hardening:

System hardening is disciplined approach to identifying and improving the security of the system while still maintaining or even increase productivity levels.

The business benefits gained are amongst the following:

· Balancing Security Compromise with Operational Convenience - Increased assurance that systems and applications are well secured while still being able to effectively carry out business operations.
· Taken preventative measures now to secure systems from any possible future intrusion attacks. It is a more costly effort to recover after an intrusion attack. Recognized financial savings and improved business reputation.
· Assurance of best practice used, as large multinationals, governments and banks implement some of the same recommendations. 
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	Our approach
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1. Initial meeting with you and your technical specialist to agree the details of the engagement.
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2. Evaluate your current system configuration based on best practices, customized tools and software to find areas for improvement.
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3. Follow up meeting with your management and technical specialist to discuss findings and remediation strategies.
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4. Implement recommendations to secure / hardened the operating system.
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5. Provide a business-focused report detailing issues identified and steps taken to improve the security of the system.




Our expertise

	With the industry highest certification such as Cisco Certified Internetwork Expert (CCIE)#, our consultants are well qualified with security and operational experience – this means that our work is based on a precise understanding of effective security management.

We have successfully delivered to our diverse range of satisfied clients the following networking and security solutions:

· Security implementations (IDS, firewall, SIM, VPN)

· Network penetration testing

· IP vulnerability assessment

· System hardening

· Infrastructure diagnosis services



































The NEXT STEP


To learn more about our information security services or how we can help you secure your network, please do not hesitate to contact us at:


Phone: +603 – 2144 5559


E-Mail: � HYPERLINK "mailto:info@ecompunet.com.my" ��info@ecompunet.com.my�


WWW: � HYPERLINK "http://www.ecompunet.com.my" ��www.ecompunet.com.my�











# Check CCIE credentials at � HYPERLINK "http://www.cisco.com" ��https://tools.cisco.com/CCIE/Schedule_Lab/CCIEOnline/CCIEOnline?verify�
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